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ABSTRACT
A wealthof informationis availableon theWeb. But often,such
dataarehiddenbehindform interfaceswhichallow onlyarestric-
tive setof queriesover theunderlyingdatabases,greatlyhinder-
ing dataexploration. The ability to materializethesedatabases
hasendlessapplications,from allowing thedatato beeffectively
minedto providing betterresponsetimesin Webinformationin-
tegrationsystems.However, reconstructingthesedatabasesthrough
restrictedinterfacescanbeadauntingtask,andsometimesinfea-
sibledueto network traffic andhigh latenciesfrom Webservers.
In this paperwe introducethe problemof generatingefficient
querycovers,i.e., givena restrictedqueryinterface,how to effi-
ciently reconstructa completeimageof theunderlyingdatabase.
Weproposeasolutionto theproblemof findingcoversfor spatial
queriesoverdatabasesaccessiblethroughnearest-neighborinter-
faces.Our algorithmguaranteescompletecoverageandleadsto
speedupsof over 50 whencomparedagainstthe naive solution.
Weuseourcase-studyto illustrateusefulguidelinesto attackthe
generalcoverageproblem,andwe alsodiscusspracticalissues
relatedto materializingWeb databases,suchas automationof
dataretrieval andtechniqueswhich make it possibleto circum-
ventunfriendlysites,while keepingtheanonymity of theperson
performingthequeries.
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1. INTRODUCTION
The hiddenWeb hashadan explosive growth as an increasing
numberof databases,from productcatalogsandcensusdatato
celebrities’burial sites,go online. This informationis oftenhid-
den, in thesensethatit is placedbehindform interfaces,andpub-
lishedon demandin responseto users’requests.It is estimated
that

�����
of all thedatain theWebcanonly beaccessedvia form

interfaces[3].

Therearemany reasonsfor providing suchinterfacesontheWeb.
Transferringa big file with all theinformationin a databasecan
unnecessarilyoverloadWeb servers (especiallyif usersare in-
terestedin a small subsetof the data). Furthermore,accessing
a particularrecordwithin a big file canbe rathercumbersome.
The alternative of giving direct accessto the databasesthrough
expressive querylanguagessuchasSQL [4] or XML-QL [2] is
not practical,astheselanguagesaretoo complex for casualWeb
users.Form interfacesarethusa goodchoiceasthey provide a
very simpleway to query(andfilter) data.

Simplicity however, comesat a price. Form interfacescan be
quite restrictive, disallowing interesting queriesand hindering
dataexploration.In somecases,therestrictionsareintentionally
imposedby contentprovidersto protecttheirdata(e.g., thebook

databaseandusercommentsareimportantIP for amazon.com,
they arekey to thebusiness— andit is to Amazon’s benefitthat
othersare not able to replicatetheir data). In other instances,
therestrictionsarejust anannoyanceandoftentheresultof bad
design. Take for examplethe U.S. CensusBureauTract Street
Locator, 1 which requiresa zip codeandthefirst 4 lettersof the
streetname,notallowinguserstogetinformationaboutall streets
in a givenzip code.As a result,thereis a greatwealthof infor-
mationburiedandapparently inaccessiblein theseWebsites.

For answeringqueriesthat arenot allowed througha given in-
terface,or simply to get betterperformance,many applications
canbenefitfrom materializinga view of this hiddendata. This
approachis currentlyusedby a numberof services,suchasfor
instance,comparisonshoppingenginesandjob searchsites. In
general,theseservicesact in cooperationwith Websites,which
maygive thema lessrestrictive back-doorinterfaceto thedata.
However, whenWebsitesdo not cooperate,an interestingprob-
lem is how reconstructtheir databasesusingtherestrictedquery
interfacesreadilyavailableon theWeb.

Theproblemof queryingWebsitesthroughrestrictive queryin-
terfaceshasbeenstudiedin thecontext of informationmediation
systems(seee.g., [6]). However, to thebestof ourknowledge,the
problemof generatingefficient querycovers that retrieve com-
pleteimagesof thedatabasesthroughrestrictedqueryinterfaces
hasnotbeenconsideredbefore.

In this paperwe defineandstudythe problemof generatingef-
ficient querycovers for non-cooperative Web sites: given a re-
strictedqueryinterface,how to efficiently reconstructacomplete
imageof the underlyingdatabase.We focus on an important
subsetof this problem,namely, finding efficient coversfor spa-
tial queriesover databasesthat are accessiblethroughnearest-
neighborinterfaces,and proposean algorithm that guarantees
completecoverageandleadsto speedupsof over 50 whencom-
paredagainstthenaive solution.Wealsodiscussissuesinvolved
in building thesedatabaseimagesandproposegeneralguidelines.

2. SPATIAL COVERS THROUGH
NEAREST-NEIGHBOR INTERFACES

Considerthefollowing scenario.A largeretail businessis work-
ing on expansionplans,andneedsto figure out whereto place
10 new stores.A goodstrategy would beto discover wheretheir
competitorsare located,and/orhow their competitorshave ex-
pandedover time. Nowadays,thesedataareoften availableon
Web sitesof the businessesthemselves, as most retailersoffer
storelocatorswhich allow a potentialcustomerto identify a lo-
cationnearthem.Onefeatureof many suchlocatorsis that they
returnonly theclosest� resultsto thequerypoint,andin practice
� rangesbetween5 and10. Usingthis restrictive form interface,�
http://tier2.census.gov/ctsl/ctsl.htm



Figure1: The top figureshowsthe location of storesfr om one
U.S.retailer. The bottom figureshowssometypical coverages
queries,and the partial coverageswhile completingthe cover
for the region.

it canbe tricky (andcostly) to find the locationof all thestores
of aparticularretailerin theU.S..A naturalsolutionwouldbeto
geta list of all thezip codesin theU.S.,submitoneby one,and
mergetheresults.However, giventhehighlatenciesof mostWeb
sites,executingup to 10,000queries(1 perzip code)maytake a
long time; andthisproblemis compoundedif thesequerieshave
to beexecutedperiodically(for example,to trackyour competi-
tor’s expansionstrategy).

Givena queryinterfacefor nearest-neighborqueriesof the type
“find the � closeststoresto aparticularlocation”,andaregion � ,
our goal is to minimize thenumberof queriesnecessaryto find
all the storesin � . While in principle our coveragealgorithm
worksfor any numberof dimensions,wefocusourdiscussionon
thetwo-dimensionalcase.A naive techniquefor finding a cover
of a region � is to simply breakthe region into small pieces,
thenperformonequery for eachpiece(say, performthe query
for thecentroidof theregion). This techniqueis quitepopularon
theWeb. For instance,often to find all thestoresof a particular
chain,oneperformsonequeryperzip code.While this doesnot
guaranteecoverage,sinceit mighthappenthatmorethan � stores
belongto a singlezip code,in practice,this oftenproducessat-
isfactoryresults.Giventhatthereareseveral thousandzip codes
in theUnitedStates,this techniqueis likely to bevery time con-
suming.Also, this techniquedoesnot explorethedata-sensitive
natureof the � -NN queriesbeingperformed,becauseit doesnot
take into accountthe radius2 returnedby the query. As canbe
clearly seenin Figure 1, the radiusreturnedby a given query
canvary substantially. Our techniqueexploressuchvariationsto
achieve anefficient solution. Our algorithmis quitesimple,and
is composedof two parts:
(1) We usea spatialdatastructureto keeptrackof whichpartsof
� havealreadybeencoveredby previousqueries.

(2) At any given point in time, we usethe coverageinformation
obtainedthusfar to determinewhereto performthe next query
asto minimizeoverlaps.
Weuseasimplegreedyschemefor maximizingprofit of queries.
Weassumethebestplaceto performaqueryis thelargestempty�

In practice,somesitesdo not return the radiusdirectly, but given an
address(location), it is possibleto find the latitudeand longitude,and
computetheradiusbyperformingextraqueries(possiblyin differentWeb
sites).

circle in theuncoveredregion. In practice,weusea quadtree[5]
to mark which regionsof � have beencovered(the unmarked
regionsaretheregionsof spacewhichhavenotbeenseen,andfor
which no informationis available). Givena querypoint 	�
�� ,
theoutputof thequeryis a list of neighbors
 ����������� 
�� of 	 . We
simplymarkonthequadtreethenodesinsideaball centeredat 	 ,
andof radius ��������� �!� 
#"%$&	'�!� . SeeFigure1 for anexample.
In effect, we find the largestuncoveredquadtreenode,anduse
its centerasthenext querypoint. Notethatwe usethequadtree
for two purposes:to determinecoverages,anddecidewhenwe
canstop;andto determinethenext query. A nicefeatureof using
recursive datastructuressuchasthequadtreeis thatthey make it
easierto extendthetechniqueto higherdimensions[5].

Queryingfor theU.S.locationsof oneretailerthathasabout750
storesusingthezip codequery(whichreturns10 stores,andcan
beperformedin 1.2secondsfor eachquery)requiresover10,000
queries(correspondingto thedifferentzip codes)atatotalcostof
12,000seconds,or over three-and-a-halfhours.Usingoursimple
scheme,we needonly 191queriesat a total costof 229seconds.
This is over 52 timesfaster(see[1] for morecompleteexperi-
mentalresults).

3. ACQUIRING WEB DATA
A critical requirementto reconstructdatabaseimagesis to min-
imize the numberof queriesrequiredto retrieve the data. In
general,goodstrategy is to posequeriesasgeneralaspossible,
andsomestraightforward quidelinescanbe followed: leave op-
tional attributesunspecified;for requiredattributeschoosethe
most generaloptions;andgiven a choicebetweenrequiredat-
tributes,the attribute with smallestdomainshouldbe selected.
However, for queryinterfacesthat limit the numberof returned
answers,this strategy is not effective asonecannot guarantee
that all answersare retrieved. In the previous sectionwe dis-
cussedhow to addressthis problemby usingspatialconstraints
to guaranteecompletecoverage.

Therearea numberpracticalissuesinvolvedin theWebdataac-
quisitionprocess:in orderto build a warehouseof hiddenWeb
data,severalqueriesto oneor moreWebsitesmayberequired.
As a result,thesequeriesmustbeautomated,theirexecutionop-
timized, andpossiblyanonymized; andsincethe degreeof dif-
ficulty of coveragequeriesis directly relatedto how datais ac-
cessedandrepresented,finding alternative meansto accessthe
data,or differentrepresentations,maysimplify theproblem.We
referthereaderto [1] for moredetailson theseissues.

It isworthpointingoutthattheproblemof reconstructingdatabase
imagesthroughrestrictedinterfacesisveryhard,andin thispaper
weproposeasolutionto asmallbut importantsubsetof theprob-
lem. We arecurrentlyinvestigatinga comprehensive framework
to addresstheproblem.
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